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***
FIRST CHANGE
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 33.210: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; IP network layer security".

[2]
IETF RFC 2986: "PKCS#10 Certification Request Syntax Specification Version 1.7".

[3]
Void.

[4]
IETF RFC 4210: "Internet X.509 Public Key Infrastructure Certificate Management Protocol".

[5]
IETF RFC 2252: "Lightweight Directory Access Protocol (v3): Attribute Syntax Definitions".

[6]
Void.

[7]
"PKI basics – A Technical Perspective", November 2002, http://www.oasis-pki.org/pdfs/PKI_Basics-A_technical_perspective.pdf. 

[8]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[9]
3GPP TS 33.203: "Access security for IP-based services".

[10]
3GPP TS 33.220: "Generic Authentication Architecture: Generic Bootstrapping Architecture".

[11]
Void.

[12]
Void.

[13]
Void.

[14]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[15]
IETF RFC 4945: "The Internet IP Security PKI Profile of IKEv1/ISAKMP, IKEv2, and PKIX".

[16]
Void.
[17]
Void.

[18]
IETF  RFC 6712: "Internet X.509 Public Key Infrastructure -- HTTP Transfer for the Certificate Management Protocol (CMP)".

[19]
IETF RFC 4211: "Internet X.509 Public Key Infrastructure Certificate Request Message Format (CRMF)".

[20]
IETF RFC 2818: "HTTP Over TLS".

[21]
IETF RFC 5922: "Domain Certificates in the Session Initiation Protocol (SIP)".

[22]
IETF RFC 5924: "Extended Key Usage (EKU) for Session Initiation Protocol (SIP) X.509 Certificates".

[23]
Void.

[24]
Void.

[25]
IETF RFC 1035: "Domain Names - Implementation and Specification".

[26]
Void.

[27]
Void.

[28]
Void.

[29]
Void.

[30]
Void.

[31]
3GPP TS 23.251: "Network sharing; Architecture and functional description".

[32]
3GPP TS 32.508: "Telecommunication management; Procedure flows for multi-vendor plug-and-play eNode B connection to the network".

[33]
3GPP TS 32.509: "Telecommunication management; Data formats for multi-vendor plug and play eNode B connection to the network".

[34]
Void.

[35]
Void.

[36]
Void.

[37]
Void.

[38]
Void.

[39]
Void.

[40]
Void.

[41]
Void.

[42]
IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)".

[43]
IETF RFC 7427: "Signature Authentication in the Internet Key Exchange Version 2 (IKEv2)".

[44]
Void.

[45]
Void.

[46]
Void.
[47]
IETF RFC 6960: " X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP".

[48]
IETF RFC 8201: "Path MTU Discovery for IP version 6".

[49]
IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[X]
“SHA-3 Standard: Permutation-Based Hash and Extendable-Output Functions”, NIST FIPS PUB 202.









***
SECOND CHANGE
***

6.1.1
Common rules to all certificates

-
Version 3 certificate according to RFC5280 [14].

-
Hash algorithm for use before signing certificate: 
SHA-2 family of hash algorithms, including SHA-256, SHA-384, and SHA-512 shall be supported; SHA-3 family of hash algorithms [X1] including SHA3-256, SHA3-384 and SHA3-512 should be supported; MD5, MD2, and SHA-1 shall not be supported.

NOTE 1:
Void.

-
Signature algorithm: 
Following RSAEncryption and ecdsa shall be supported: 

-
ecdsa-with-SHA256, ecdsa-with-SHA384, ecdsa-with-SHA512, sha256WithRSAEncryption, sha384WithRSAEncryption, sha512WithRSAEncryption.

Following RSAEncryption and ecdsa should be supported:

-
ecdsa-with-SHA3-256, ecdsa-with-SHA3-384, ecdsa-with-SHA3-512, sha3-256WithRSAEncryption, sha3-384WithRSAEncryption, sha3-512WithRSAEncryption
-
Public key algorithm: rsaEncryption and id-ecPublicKey shall be supported.


-
Parameters: For ecdsa and id-ecPublicKey, secp256r1 and secp384r1 shall be supported.

-
ECDSA is recommended for newly created certificates.

-
For RSA certificates: The public key length shall be at least 2048-bit. A public key length of at least 4096-bit should be supported. Public key lengths of less than 2048-bit shall not be supported.
-
For ECDSA certificates: The public key length shall be at least 256-bit. A public key length of at least 384-bit shall be supported. Public key lengths of less than 256-bit shall not be supported.

NOTE 2:
For interworking with pre-Release 10 elements, usage of public key lengths less than 2048-bit in certificates may be required for some time. However, it is likely that in a future 3GPP release, certificates which use public key lengths less than 2048-bit will be prohibited.

-
For CA certificates using RSA the public key length shall be at least 2048-bit and a public key length of at least 4096-bit shall be supported.
-
The security level of the public key used to sign the certificate shall be at least the same as the public keys in the certificate.

-
Subject and issuer name format. 

-
(C=<country>), O=<Organization Name>, CN=<Some distinguishing name>. Organization and CN shall be in UTF8 format. Note that C is optional element.

or

-
cn=<hostname>, (ou=<servers>), dc=<domain>, dc=<domain>. Note that ou is optional element.

-
CRLs as specified in subclause 6.1a shall be supported for certificate revocation verification. 
-
Certificate extensions: 
All certificates shall follow RFC5280 on the required and recommended extensions unless overridden by requirements in the specific certificate profile. 


***
END OF CHANGES
***

�security level for CA private keys should be much higher because if it is compromised, the repercussion is much greater.  We could require or recommend that a CA shall pass a yearly external WebTrust 2.0 audit for example.





�Create a new Annex X for more clarifications on requirements for extensions. Specific certificate profiles may have additional extension requirements






